CHAPTER VI

COVPROM SE OF CLASSI FI ED | NFORVATI ON

6- 100 Policy

Conmprom se of classified information presents a threat to the national
security. Once a conprom se is known to have occurred, the seriousness of
damage to U S. interests nust be determ ned and appropriate measures taken to
negate or mnimze the adverse effect of such conprom se. \Wen possible,
action also should be taken to regain custody of the documents or material that
were conpromsed. In all cases, however, appropriate action nust be taken to
i dentify the source and reason for the conprom se and renedial action taken to
ensure further conprom ses do not occur. The provisions of DoD Instruction
5240.4 and DoD Directive 5210.50 (references (00) and (pp)) apply to
conprom ses covered by this Chapter.

-

6-101  Cryptographic and Sensitive Conpartnmented |nfornmation

a. The procedures for handling conprom ses of cryptographic information
are set forth in NACSI 4006 (reference (kkk)) and inplenmenting instructions.

b. The procedures for handling conprom ses of SCI information are set
forth in DoD TS-5105.21-M-2 (reference (ggg)) and DoD C-5105.21-M 1 (reference
(hbh) ) .

c. REPORTS OF SUSPECTED OR COVPROM SED CRYPTOGRAPHI C AND SENSI Tl VE
COVPARTMENTED | NFORMATI ON SHALL BE COORDI NATED W TH THE DI RECTOR, PSD.

6-102 Responsibility of Discoverer

a. Any person who has know edge of the [oss or possible conprom se of
classified information shall immediately report such fact to the security
manager of the person’s activity (see subsection 13-304) or to the comrandi ng
officer or head of the activity in the security nmanager’s absence.

b. Any person who discovers classified information out of proper control
shal | take custody of such information and safeguard it in an appropriate
mrine r, and shall notify inmediately an appropriate security authority.

¢c. HEADS OF OSD COVPONENTS SHALL REPORT TO PSD, WHS, COMPROM SES OR
VI OLATI ONS DI SCOVERED W THIN THEIR OFFI CES AND | N THE MEDI A THAT | NVOLVE
CLASSI FI ED | NFORMATI ON OR PROJECTS FOR WH CH THEY HAVE PRI MARY RESPONSI Bl LI TY.
FAI LURE TO REPORT THE POSSI BLE COMPROM SE OF VI OLATI ON SHALL BE CONSI DERED A
VI OLATI ON OF SECURI TY.

d. THE DI SCOVERER OF AN ACTUAL OR POSSI BLE COVPROM SE OR VI CLATI ON SHALL:

1. REPORT THE | NCI DENT | MVEDI ATELY TO THE SECURI TY MANAGER OF THE
CSD COVPONENT CONCERNED OR TO PSD,

2. PLACE HS OR HER I NI TIALS, THE DATE, AND THE TI ME OF DI SCOVERY ON
THE PAGE OF THE UNSECURED CLASSI FI ED MATERIAL AND SUBMT IT TO PSD.
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6- 103 Prelimnary |lnquiry

The inmedi ate conmander, supervisor, security manager, or other authority
shall initiate a prelimnary inquiry to determne the circunstances surrounding
the loss or possible conprom se of classified information. The prelimnary
inquiry shall establish one of the follow ng:

a. That a loss or conprom se of classified information did not occur;

b. That a loss or conprom se of classified information did occur but the
conprom se reasonably could not be expected to cause damage to the national
security. If, in such instances, the official finds no indication of
significant security weakness, the report of prelimnary inquiry wll be
sufficient to resolve the incident and, when appropriate, support the
adm ni strative sanctions under subsection 14-101; or

c. That the loss or conpromse of classified information did occur and
that the conprom se reasonably-could be expected to cause damage to the
national security’ or that the probability of damage to the national security
cannot be discounted. Upon this determ nation, the responsible official shall:

1. Report the circunstances of the conpromse to an appropriate
authority as specified in DoD Conponent instructions;

2. If the responsible official is the originator, take the action
prescribed in subsection 6-106; and

3. If the responsible "official is not the originator, notify the
originator of the known details of the conpromse, including identification of

the classified information. If the originator is unknown, notification will be
sent to the office specified in DoD Conponent instructions.

d. THE DI RECTOR PSD, SHALL:

1. CONDUCT A PRELI M NARY | NQUI RY TO DETERM NE WHETHER A COVPROM SE
OR VIOLATION DI D OCCUR

2. DIRECT THAT AN | NVESTI GATION OF A COWROM SE OR VI OLATI ON BE
CONDUCTED.

6- 104 | nvestigati on

If it is determned that further investigation is warranted, such

| nvestigation will include the follow ng:
a. | dentification of the source, date, and circunmstances of the
conprom se.

b. Conplete description and classification of each item of classified
i nformation conprom sed;

c. A thorough search for the classified information;
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d. Identification of any person or procedure responsible for the
conprom se. Any person so identified shall be apprised of the nature and
circunmstances of the conprom se and be provided an opportunity to reply to the
violation charged. If such person does not choose to make a statenent, this
fact shall be included in the report of investigation,

e. An analysis and statenent of the known or probable damage to the
national security that has resulted or may result (see subsection 2-210) , and
the cause of the loss or conpromse; or a statenment that conprom se did not
occur or that there is mnimal risk of danage to the national security;

f.  An assessnment of the possible advantage to foreign powers resulting
fromthe conprom se; and

g. A conpilation of the data in paragraphs a. through f., above, in a
report to the authority ordering the investigation to include an assessnent of
appropriate corrective, admnistrative, disciplinary, or |egal actions.

(Al so sees subsection  14-104). Tt

h. THE DIRECTOR, PSD, SHALL I NI TI ATE AN | NVESTI GATI ON BY TRANSM TTI NG A
MVEMORANDUM AND ATTACHED VI OLATI ON REPORT TO THE SECURI TY MANAGER OF THE OSD
COVPONENT CONCERNED.

HEADS OF OSD COVPONENTS SHALL:

1. APPO NT AN I NVESTI GATI NG OFFI CER TO CONDUCT AN | NVESTI GATI ON | NTO
THE Cl RCUMSTANCES OF THE VI CLATI ON.

2. SUBM T THE COVPLETED REPORT OF | NVESTI GATION TO PSD W THI N 20
DAYS OF THE DATE OF THE MEMORANDUM STARTI NG THE | NVESTI GATI ON.

3. I MPOSE ADM NI STRATI VE SANCTI ONS AS PRESCRI BED | N THE REPORT OF
| NVESTI GATI ON.

4. NOTIFY THE ORI G NATOR OF THE CLASS| FI ED MATERI AL THAT | T WAS
COVPROM SED OR VI CLATED.

j- THE I NVESTI GATI NG OFFI CER SHALL:

1. FI X RESPONSIBILITY FOR THE COVPROM SE OR VI OLATI ON AND | DENTI FY
THE RESPONSI BLE PERSON OR PERSONS. RESPONSIBILITY FOR A COWROM SE CR A
VI OLATI ON ALWAYS SHALL BE PLACE WTH A PERSON RATHER THAN WTH A PCSI TI ON OR
OFFICE . WHEN RESPONSI BI LI TY MAY NOT BE PLACED WTH A SPECI FI C PERSQON, THE
| MVEDI ATE SUPERVI SOR OF THE OFFI CE WHERE THE | NClI DENT OCCURRED SHALL BE HELD
RESPONS| BLE FOR THE VI OLATI ON.

2. OBTAIN A STATEMENT FROM THE PERSON OR PERSONS RESPONSI BLE FOR THE
COVMPROM SE OR VI OLATION. | F THE PERSON CHOOSES NOT TO MAKE A STATEMENT, THI S
FACT SHALL BE | NCLUDED I N THE I NVESTI GATI ON REPORT.

3. RECOWEND THE APPL| CABLE ADM NI STRATI VE SANCTI ON AS PRESCRI BED
| N CHAPTER 14, BELOW
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4. |F THE ORI G NATOR, EVALUATE THE COWPROM SED OR VI OLATED | NFORMATI ON
AND DETERM NE WHETHER THE SPECI FI C | NFORMATION , OR PARTS THERECF, SHALL BE
MODI FI ED , DECLASSI FI ED, OR DOMGRADED. | F NOT THE ORI G NATOR, THE | NVESTI GATI NG
OFFI CER SHALL OBTAIN A WRI TTEN DETERM NATI ON OF CLASSI FI CATI ON FROM THE ORI G NATOR.

5. PREPARE A REPORT OF | NVESTI GATI ON USI NG THE FORNVAT | N FIGURE 9
BELOW .

6- 105 Responsibility of Authority Odering |Investigation

a. The report of investigation shall be reviewed to ensure conpliance
with this Regulation and instructions issued by DoD Conponents.

THE DI RECTOR, PSD, SHALL:

1. REVIEW THE REPORT OF | NVESTI GATI ON TO ENSURE COWVPLI ANCE WTH THI S
I NSTRUCTI ON AND SUFFI G ENCY OF CORRECTI VE ACTI ON' AND ADM NI STRATI VE SANCTI ONS.

2. MAINTAIN A RECORD OF COVPROM SES OR VI OLATI ONS BY THE PERSON AND OSD
COVPONENT CONCERNED , CONSI STING OF THE TYPE, CLASSI FI CATI ON, SUMMARY OF KNOW
FACTS AND Cl RCUMSTANCES , | DENTI FI CATION OF PERSON OR PERSONS | NVOLVED, AND
SANCTI ON ADM NI STERED . TH' S RECORD SHALL BE MAI NTAINED FOR 2 YEARS AFTER
REASSI GNMENT OR TERM NATI ON OF THE VI OLATOR * S EMPLOYMENT.

3. MAINTAIN THE REPORTS OF | NVESTI GATI ON OF A COVPROM SE COR VI OLATI ON
FOR 2 YEARS FROM THE DATE OF THE REPOCRT.

b. The recommendations contained in the report of investigation shall be
reviewed to determne sufficiency of renedial, admnistrative, disciplinary, or
| egal action proposed and, if adequate, the report of investigation shall be
forwarded wth recomrendati ons through supervisory charnels. See subsections
14-101 and 14-102.

c. \Wenever an action is contenplated against any person believed
responsi ble for the conprom se of classified information, danage assessments
shall be coordinated with the |egal counsel of the DoD Conponent where the
i ndi vi dual responsible is assigned or enployed. \Wenever a violation of
crimnal |aw appears to have occurred and a crimnal prosecution is
contenpl ated, the DoD Conponent responsible for the damage assessnent shall
apprise the General Counsel, Departnent of Defense. See subsection 14-104.

THE DI RECTOR, PSD, | N COORDI NATION W TH THE CHI EF, PERSONNEL SECURI TY
DI VI SI ON, DI RECTORATE FOR PERSONNEL AND SECURI TY, WHS, SHALL | NFORM THE DI RECTOR
OF | NFORMATI ON SECURI TY, obpusp(p), OF A COVWPROM SE OR VI OLATI ON THAT MEETS THE
CRI TERI A CONTAI NED | N PARAGRAPHS 14-104 A.B.C. THROUGH 14-104 C., BELOW

6- 106 Responsibility of Oiginator

The originator or an official higher in the originator’'s supervisory chain
shal |, upon receipt of notification of |oss or probable conprom se of
classified information, take action as prescribed in subsection 2-210.
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6- 107 System of Control of Damage Assessments

Each DoD Conponent shall establish a system of controls and internal
procedures to ensure that damage assessnents are conducted when required and
that records are naintained in a manner that facilitates their retrieval and
use within the Conponent.

6- 108 Conprom ses | nvol ving More Than One Agency

a. VWhenever a conprom se involves the classified information or
interests of more than one DoD Conponent or other agency, each such activity
undertaki ng a damage assessnent shall advise the others of the circunstances
and findings that affect their information and interests. Wenever a danage
assessnment incorporating the product of two or nore DoD Conponents or ot her
agencies is needed, the affected activities shall agree upon the assignnent of
responsibility for the assessnent.

b. VWenever a conpromse of U S classified information is the result of
actions taken by foreign nationals, by foreign” governnent officials, or by US.
nati onal s enployed by international organizations, the activity performng the
damage assessnent shall ensure, through appropriate intergovernnmental [|iaison
channels, that information pertinent to the assessnent is obtained. Whenever
more than one activity is responsible for the assessment, those activities
shal | coordinate the request prior to transmttal through appropriate channels.

6- 109 Espi onage and Deli berate Conprom se

Cases of espionage and deliberate unauthorized disclosure of classified
information to the public shall be reported in accordance with DoD | nstruction
5240.4 and DoD Directive 5210.50 (references (oo) and (pp)) and inpl enmenting
| ssuances.

THE DI RECTOR, PSD, SHALL | N COORDI NATI ON W TH CH EF, PERSONNEL SECURI TY
DI VI SI ON, DI RECTORATE FOR PERSONNEL AND SECURI TY, WHS, SUBM T A REPORT IN
ACCORDANCE W TH DOD DI RECTI VE 5210. 50 (REFERENCE (PP)) AND DOD | NSTRUCTI ON 5240.4
(REFERENCE (00)) WHEN THE COMPROM SE OR VI OLATI ON CONSTI TUTES A VIOLATION OF THE
CRI M NAL STATUTES OR FEDERAL CRI M NAL LAWS.

6-110 Unaut hori zed Absent ees

VWhen an individual who has had access to classified information is on
unaut hori zed absence, an inquiry as appropriate under the circunstances, to
i ncl ude consideration of the length of absence and the degree of sensitivity of
the classified information involved, shall be conducted to detect if there are
any indications of activities, behavior, or associations that may be inimncal
to the interest of national security. Wen such indications are detected, a
report shall be made to the DoD Conponent counterintelligence organization.

6-111 UNAUTHORI ZED DI SCLOSURE OF CLASSI FI ED | NFORVATION TO THE PUBLI C

a. PERSONNEL SHALL REPORT I NCI DENTS OF UNAUTHORI ZED APPEARANCES OF
CLASSI FI ED | NFORVATI ON IN THE PUBLI C MEDI A AND UNAUTHORI ZED DI SCLOSURES OF
CLASSI FI ED | NFORVMATI ON TO A PERSON LI KELY TO RELEASE THE CLASSI FI ED | NFORNVATI ON
TO THE PUBLI C, WHETHER OR NOT THE | NFORMATION | S ACTUALLY DI SCLOSED TO THE
PUBLIC, TO PSD. TH S APPLIES TO SUCH SUSPECTED | NCI DENTS.
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b. THE DIRECTOR , PSD , SHALL :

(1) EVALUATE REPORTS OF | NCI DENTS | N CONSULTATI ON W TH THE ASD(PA)
AND OFFI CI ALS HAVI NG PRI MARY SECURI TY CLASSI FI CATI ON JURI SDI CTl ON OVER THE

| NFORMATI ON  CONCERNED ;

(2) I'N CONSULTATION WTH CH EF, PERSONNEL SECURITY Di VI SI ON,
DI RECTORATE FOR PERSONNEL AND SECURITY , DETERM NE WHETHER AN | NVESTI GATI ON OF
THE | NCI DENT WOULD BE I N THE | NTEREST OF NATI ONAL SECURI TY, AND;

(3) REFER THE | NCI DENT, WTH A RECOMMENDED COURSE OF ACTION, TO THE
DIRECTCR , WS .

REPORTS OF UNAUTHORI ZED ABSENCE SHALL BE MADE TO THE DI RECTOR, PSD .
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REPORT OF | NVESTI GATI ON FORVAT
VEMORANDUM FOR DI RECTOR , PHYSI CAL SECURITY DI VISION (PSD) , WHS
SUBJECT : | NVESTI GATI ON OF VI CLATI ON, (DATE OF VI OLATION)

Cl RCUMSTANCES

1. ATTACH THE PSD MEMORANDUM STARTI NG THE | NVESTI GATI ON AS ENCLOSURE A.

2. DESCRIBE THE CLASSI FI ED MATERI AL | NVOLVED , | NCLUDI NG SUBJECT OR TI TLE,
DATE , NUMBER, ORI G NATOR, AND ORI G NAL OR DERI VATI VE CLASSI FI CATION OF THE
DOCUMENT .

3. STATE THE C RCUMSTANCES OR FACTORS OF THE | NCI DENT AND LOCATI ON OF
THE INCIDENT .  ATTACH A VI OLATI ON REPORT, WHEN AVAI LABLE, AS ENCLOSURE B .

DI SCUSSI ON - -

1. DI SCUSS | NFORVATI ON NEEDED FOR A REVI EAER TO UNDERSTAND THE BASI S AND
RATI ONALE FOR THE CONCLUSI ONS AND RECOMVENDATI ONS .

2. PROVIDE THE FOLLON NG DAMAGE ASSESSMENT | NFORMATION , IF THE ORI G NATOR

a. LI ST THE NAMES AND OFFI CE SYMBCLS OF THE ANALYST CONDUCTI NG THE
ASSESSMENT .

b. | DENTIFY SPECI FI C STATEMENTS | N THE DOCUMENT THAT ARE CLASSI FI ED .
(THI'S MAY BE DONE BY ATTACH NG A COPY OF THE DOCUMENT W TH THE CLASSI FI ED
PORTI ONS UNDERLI NED . )

c. IDENTIFY , EITHER IN WHOLE OR IN PART , THE DOCUMENT THAT MAY BE
DECLASSI FI ED OR DONNGRADED.

d. PROVIDE A COWLETE BI BLI OGRAPHY OF ALL CLASSI FI ED SOURCE MATERI ALS
USED | N PREPARI NG THE DOCUMENT .

e. LIST THE EFFECTS THAT THE DI SCLOSURE OF THE CLASSI FI ED DATA IN THE
DOCUMENT MAY HAVE ON U. S. NATI ONAL DEFENSE.

3. | DENTIFY THE PERSONS INTERVIEWED .

CONCLUSI ONS

1. G VE THE NAME AND LOCATION OF THE OSD COVPONENT WHERE THE VI OLATI ON
OCCURRED .

2. 1DENTI F% THE PERSONS | NVOLVED AND ATTACH THEI R STATEMENTS AS ENCLOSURE
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3. STATE THE CAUSE OF THE | NCI DENT.

4, DETERM NE WHETHER THE PERSONS KNOW NGLY AND W LLFULLY VI OLATED ANY
PROVI SI ON LI STED IN PARAGRAPHS 14-104 A THROUGH 14-104 B. , BELOW

5. |F THE ORI G NATOR, DETERM NX THE SPECI FI C | NFORMATI ON THAT MAY BE
MODI FI ED , DECLASSI FI ED, OR DOANGRADED.

RECOMVENDATI ONS

1. RECOMMEND APPLI CABLE SANCTI ONS THAT MAY BE ATTACHED AS ENCLOSURE D .

2. LI ST THE PROCEDURAL OR ADM NI STRATI VE CHANGES THAT MAY BE OR HAVE BEEN
MADE TO PRECLUDE FURTHER VI CLATI ONS:

3. RECOWEND TO THE DI RECTOR, PSD , THAT THE VI OLATI ON BE REPCRTED AS
STATED I N PARAGRAPH 14-104 A. AND 14-104 B. , BELOW

4,  MODIFY , DECLASSIFY , oK DOANGRADE THE ‘ DOCUMENT; |F POSSI BLE.

FI GURE 9
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